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1
Decision/action requested

This contribution proposes a new solution on UPU based re-authentication procedure.
2
References

[1]
3GPP TS 33.xxx Security aspects of home network triggered re-authentication.
3
Rationale

This contribution proposes a solution on explict triggering of AKMA key refresh using UPU procedure. When KAF is about to expire, AF requests AAnF for KAF. AAnF checks whether there is a new KAKMA has been derived and stored in AAnF, if no, AAnF requests UDM with the freshness parameter to trigger UPU procedures. Via UPU, the freshness parameter is delivered to the UE as UPU data and the UE is enabled to derive new KAF. At the same time, AAnF derives the new KAF by using the freshness parameter.
4
Detailed proposal
*****Start of 1st Change*****
References

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[xx]
3GPP TS 33.501:
 “Security architecture and procedures for 5G system”.
[yy]
3GPP TS 33.535:
 “Authentication and Key Management for Applications (AKMA) based on 3GPP credentials in the 5G System (5GS)”.”.
*****Start of 2nd Change*****
6.Y
Solution #Y: UPU based key refresh
6.Y.1
Introduction
The UDM triggers re-authentication of the UE, based on the request from AAnF to refresh the AKMA keys.
6.Y.2
Solution details
In the proposed solution UDM triggers the key KAKMA refresh based on the request from the AAnF, without performing the primary network access re-authentication. 
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Figure 6.Y.2-1: UPU based Key refresh procedure

Steps on AKMA Key refresh procedure are as follows: 

1. UE does the registration procedure and as part of the registration procedure, UE and the AUSF derives the key KAUSF after performing successful primary authentication procedure as defined in TS 33.501 [xx].

2. If the UE is authorised for AKMA service, then the KAKMA and KAF are derived as described in clause 6.1 and 6.2 of TS 33.535 [yy] and application session is established.

3. When the AAnF gets the KAF lifetime expiry indication or when the AAnF determines the KAF lifetime is about to expire or if it is expired, AAnF sends the AKMA refresh request indication (AKMARef Ind) to the UDM. 

4. The UDM triggers the AKMA key refresh procedure, based on the request from AAnF. The UDM selects the AUSF that holds the latest KAUSF of the UE. The UDM generates a refresh parameter AKMA refresh parameter (AKMARP) and invokes Nausf_AKMARefresh service operation message to the AUSF, by requesting the AUSF to refresh the KAKMA and also to get AKMA-MAC-IAUSF (calculated on the Key refresh parameter) and CounterAKMA as specified in TS 33.501 [xx]. In the request message, UDM provides the generated AKMARP to the AUSF. 
5. The AUSF derives the new KAKMA key (KAKMA’) and the A-KID’. 
KAKMA’ = KDF (SUPI, KAUSF, “AKMA”, AKMARP)
The A-KID is derived as follows:
A-KID is in NAI format as specified in IETF RFC 7542, i.e. username@realm. The username part includes the Routing Identifier, the A-TID (AKMA Temporary UE Identifier), the Refresh parameter and the realm part includes Home Network Identifier.

The A-TID is derived from KAUSF as follows: A-TID’ = KDF (SUPI, KAUSF, “A-TID”, AKMARP). The AUSF sends the Naanf_AKMA_AnchorKey_register Request message to the AAnF. The message includes the newly derived key (KAKMA’, SUPI and A-KID’).

6. AUSF sends the Nausf_AKMARefresh response message to the UDM. The response message includes the MAC-I parameters and Counter as detailed in TS 33.501 [xx], for the UDM to secure the Refresh parameter. The AUSF also sends the AKMA context to the AAnF in the Naanf_AKMA_AnchorKey_register Request message. 
7. The UDM provides the Refresh parameter to the UE via the AMF by the means of invoking Nudm_SDM_Notification service operation. The Nudm_SDM_Notification service operation contains the UDM update data (e.g., AKMARP) that needs to be delivered transparently to the UE over NAS. The UDM update data includes:

· The Refresh parameters to be delivered to the UE.

· whether the UE needs to send an ack to the UDM.

The UDM also includes the AKMA MAC-IAUSF and the CounterAKMA in the Nudm_SDM_Notification service operation. 

If AMF determines that the UE is not reachable, then AMF invokes the Nudm_SDM_Info service operation to UDM indicating that the transmission of UE Parameters Update data is not successful. The UDM considers the procedure as UE Parameters Update procedure as pending and try after some time.

8. The AMF sends a DL NAS TRANSPORT message to the served UE. The AMF includes in the DL NAS TRANSPORT message the transparent container received from the UDM which includes the AKMARP, AKMA MAC- IAUSF and the CounterAKMA. 

9. The UE verifies based on mechanisms defined in TS 33.501 that the Refresh parameter is provided by the UDM, and:

· If the security check on the Refresh parameter is successful, as defined in TS 33.501 (for Steering of Roaming procedure and UPU procedure) the UE stores the received refresh parameter and uses the refresh parameter to refresh the key KAKMA’ and A-KID’; and

· If the security checks on the UDM Update Data fails, the UE discards the Refresh parameter.
10.  If the UDM has requested the UE to send an ack to the UDM, the UE sends an UL NAS TRANSPORT message to the serving AMF with a transparent container including the UE acknowledgement.

11.  If the AMF receives an UL NAS TRANSPORT message with a transparent container carrying a UE acknowledgement from the UE, the AMF sends a Nudm_SDM_Info request message including the transparent container to the UDM.

12.  The UE sends a new Application session establishment request to the AF using the latest A-KID derived (i.e., A-KID’).

6.Y.3
Solution Evaluation

TBD
*****End of Change*****
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